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ABSTRACT 

In the present study, an attempt is made to analyze the group-wise bankers’ viewpoint towards the risk 

of repudiation of customers’ transactions in public and private sector Indian banks. A sample of 440 

banks’ officials was taken on the basis of judgement sampling i.e. 120 from State Bank Group, 200 from 

Nationalized Banks and 120 from Private Sector Banks. The primary data were collected with the help of 

pre-tested structured questionnaire on five point Likert scale i.e. Strongly Agree (SA), Agree (A), Neutral 

(N), Disagree (D) and Strongly Disagree (SD,) and analyzed through various descriptive and inferential 

statistical techniques like percentage, mean and standard deviation, etc. Further, ANOVA technique 

(one-way) was used to test the hypotheses and validate the results. It is found that absence of system for 

customers’ authentication is the most significant factor responsible for the risk of repudiation of 

customers’ transactions, followed by the use of outdated hardware and software systems and cyber 

threats and vulnerabilities. Further, costs incurred in proving that no transaction took place is found as 

the most significant impact of the risk of repudiation of customers’ transactions on the functioning of the 

selected banks, followed by increase in costs associated with regeneration of customers’ transactions 

and potential adverse publicity in media. However, implementing security measures for enhancing the 

customers’ authentication is found as the most significant measure for overcoming the risk of 

repudiation of customers’ transactions, followed by introducing audit trials for transactions  and use of 

most current version of anti-virus and anti-malware systems. Further, it is recommended that error free 

softwares/programmes be developed to maintain the security and safety of database and evaluate such 

programmes from time to time to keep them updated.  
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INTRODUCTION 

Indian banking is in the mid of information technology revolution these days. However, new private 

sector banks and foreign banks have an edge over public sector banks in the implementation of 

technological solutions. To be successful in the competitive environment, technology has been one of 

the major enabling factors for enhancing the customers’ convenience in the products and services 

offered, which were impossible earlier with traditional banking. The public sector banks are far behind in 

technology integration, therefore there is a huge scope for automation in these banks 

(www.centralbank.ie). The security of the transactions is a major concern in the use of technology as it 

induces number of risks, which are highly interdependent and events that affect one area of risk can 

also have ramifications for a range of other risk categories (Singh, 2015). Among these risks, operational 

risk is emerging as a new challenge to the Indian banks, and exists in each product and services offered. 

It is not directly taken in return for an expected reward, but exists in the natural course of corporate 

activity. At the same time, failure to properly manage operational risk can result in a mis-statement of 

an institution’s risk profile and expose the institution to significant losses (www.fsrc.gov.ag). 

Operational risk is confronted by the bank even before it decides its first credit transaction realizing that 

the merely a quantitative approach to credit risk and market risk overlooks the key danger areas and 

management  of operational risk should consequently be developed into a discipline (Geiger, 2000), 

increasing dependence on computers and electronic communication in banking transactions has 

increased the possibility of system failure, and the renewed interest of regulatory authorities in 

operational risk as they feel that about 25 percent of regulatory capital is needed for operational risk 

(Akbari, 2012). Repudiation means the act of refusing to accept i.e. failure in accepting the request of 

the customers to provide the required services to them as and when required either due to failure of 

employees, technology or system or otherwise, which affects the goodwill of the bank in competitive 

environment, therefore risk of repudiation of customers’ transactions should be properly managed. 

REVIEW OF LITERATURE 

The articles on different aspects of operational risk are restrictive in nature and do not give a 

comprehensive picture. Ebnother and Vanini et al. (2003) found the results of the modeling exercise 

relevant for the implementation of a risk management framework, but the risk factor ‘fraud’ dominates 

all other factors and finally, only 10 percent of all processes have a 98 percent contribution to the 

resulting VaR. Chapelle and Crama et al. (2005) estimated the effects of operational risk management 
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actions on banks’ profitability and found that substantial savings can be achieved through active 

management techniques, although the effect of a reduction of the frequency or severity of operational 

losses depend on the calibration of the aggregate loss distributions. Jobst (2007) stated that with the 

increased size and complexity of the banking industry, operational risk has a greater potential to 

transpire in more harmful ways than many other sources of risk. The current regulatory framework of 

operational risk under the New Basel Capital Accord was overviewed with a view to inform a critical 

debate about the influence of varying loss profiles and different methods of data collection, loss 

reporting and model specification on the reliability of operational risk estimates and the consistency of 

risk-sensitive capital rules. Ana (2008) said that information technology risk occupied a small corner of 

operational risk - the opportunity loss from a missed information technology development deadline. The 

World Economic Forum also ranked a breakdown of critical information infrastructure among the most 

likely core global risks, with 10-20 percent likelihood over the next 10 years and potential worldwide 

impact of $250 billion. Jian et al. (2009) examined the influence of capital structure and operational risk 

on profitability of the life insurance industry in Taiwan. The results show that the profitability decreased 

with the higher debt-equity ratio; hence the regulatory organizations must urge insurance companies to 

effectively diversify their investments and employ risk avoidance strategies. Effective use of hedging and 

diversifying will also help to divide risk and create financial revenue. Tanase and Serbu (2010) said that 

the operational risk is generated primarily as a result of direct customer interaction with the credit 

institution. But the provision of e-banking services reduced direct contact with banks’ customers and 

thus reduced potential losses arising from operational risk. They considered it necessary to be aware of 

the relationship between operational risks and e-banking services promoted by the banks and of the 

importance of this connection especially in a financial environment affected by the financial crisis. 

Embrechts and Hofert (2011) summarized the techniques, observed range of practices and supervisory 

issues in operational risk modeling, and found that one of the largest problems in operational risk 

modeling is data scarcity, therefore poses the challenges to both academia and industry. Akbari (2012) 

identified, compared and ranked the factors affecting operational risk in e-banking from the viewpoints 

of customers and employees of Kermanshah Melli bank of Iran. The results indicated that data accuracy, 

internal controls, technological infrastructure, access to system and security influences the operational 

risk in e-banking in the selected bank. In the security factors, employees’ opinion is more effective than 

customers, but in case of data accuracy and technological infrastructure, the trend is reversed. Singh 
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and Chaudhry (2014) analyzed the bankers’ viewpoint towards various types of e-banking risks in 

selected public, private and foreign banks in India and operational risk is found as the most important 

risk in e-banking in all the three categories of banks, followed by reputational and legal risk. Further, the 

difference in the bankers’ viewpoint towards various types of risks in e-banking is also found significant. 

Epetimehin and Fatoki (2015) examined the regulatory framework related to operational risk 

management with a sample of 150 employees from different financial institutions such as banks, 

insurance, stock brokers and microfinance companies. The results showed that operational risk 

management has positive effects on the financial development and growth in the financial sector. The 

foregoing review of literature shows that no concerted effort has been made to examine the risk of 

repudiation of customers’ transactions in e-banking scenario; therefore the present study is undertaken 

to fill the gap in the existing literature. 

SCOPE OF THE STUDY 

The present study is conducted to examine the bankers’ viewpoint towards the risk of repudiation of 

customers’ transactions in the selected banks located in the area of Punjab, Chandigarh, Haryana, New 

Delhi and Rajasthan in India.  

RESEARCH OBJECTIVES 

The following are the specific objectives of the study:  

 (i) To identify the factors responsible for risk of repudiation of customers’ transactions in the 

selected banks. 

(ii) To examine the potential impacts of risk of repudiation of customers’ transactions on the 

functioning of the selected banks. 

(iii)  To analyze the measures to overcome the risk of repudiation of customers’ transactions in the 

selected banks. 

RESEARCH HYPOTHESES 

The following research hypotheses have been formulated and tested to validate the results of the 

present study: 

H01: There is no significant difference among the bankers’ viewpoint towards the factors responsible 

for risk of repudiation of customers’ transactions in the selected banks. 

H02: There is no significant difference among the bankers’ viewpoint towards the potential impacts of 

risk of repudiation of customers’ transactions on the functioning of the selected banks. 
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H03: There is no significant difference among the bankers’ viewpoint towards the measures for 

overcoming the risk of repudiation of customers’ transactions in the selected banks. 

RESEARCH METHODOLOGY 

SAMPLE PROFILE 

The population for the present study is the Indian banking sector, which is divided into three categories 

i.e. State Bank Group, Nationalized Banks and Private Sector Banks. State Bank of India (SBI), State Bank 

of Patiala (SBOP), State Bank of Bikaner and Jaipur (SBBJ) from the category of State Bank group; Punjab 

National Bank (PNB), Dena Bank (DENA), Oriental Bank of Commerce (OBC), Andhra Bank (ANDRA), and 

Syndicate Bank (SYNDI) from the category of nationalized banks; and HDFC Bank (HDFC), ICICI Bank 

(ICICI) and Axis Bank (AXIS) from the category of private sector banks are selected for the present study. 

A sample of 440 banks officials (40 from each bank) is taken on the basis of judgement sampling. Out of 

440 respondents, 99 respondents (22.5 percent) are having the experience of less than four years, 140 

respondents (31.8 percent) are having the experience of 5-8 years and 201 respondents (45.7 percent) 

are having the experience of more than 8 years. On the other hand, 317 respondents (72 percent) are 

postgraduates, 121 respondents (27.5 percent) are graduates and 02 (0.50 percent) are having 

professional qualification like CA, CS, etc. 

DATA COLLECTION 

The present study is of exploratory-cum-descriptive in nature. Accordingly both types of data i.e. 

primary and secondary were used. The primary data were collected with the help of pre-tested 

structured questionnaire on five point Likert scale i.e. Strongly Disagree (SD), Disagree (D), Neutral (N), 

Agree (A) and Strongly Agree (SA) from the bank officials of branches of the selected located in the areas 

of Delhi, Rajasthan, Haryana, Chandigarh and Punjab. On the other hand, secondary data were collected 

from journals, magazines, websites, reports of RBI and IBA, etc.  Besides questionnaire, interviews and 

discussion techniques were also used to unveil the required information.  

DATA ANALYSIS 

The collected data were analyzed through various descriptive and inferential statistical techniques like 

frequency distribution, percentage, mean, standard deviation, etc. with the help of SPSS (18.0 version). 

For coding and editing the data, weights were assigned in order of importance i.e. 1 to Strongly Disagree 

(SD), 2 to Disagree (D), 3 to Neutral (N), 4 to Agree (A) and 5 to Strongly Agree (SA). Further, ANOVA 

(one-way) technique was used to test the research hypotheses and validate the results of the study. The 
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reliability of the scale used for collection of data is evaluated by calculating the value of Cronbach alpha 

coefficient, which is 0.766 at 5 percent level of significance, so the scale is considered reliable. 

RESULTS AND DISCUSSIONS 

FACTORS LEADING TO RISK 

As exhibited in Table-1 (A), absence of system for customers’ authentication is ranked at the top in all 

the groups i.e. State Bank Group (Mean=4.00, SD=1.22), Nationalized Banks (Mean=4.12, SD=1.07) and 

Private Sector Banks (Mean=4.18, SD=1.00), followed by cyber threats and vulnerabilities in State Bank 

Group (Mean=3.66, SD=1.33) and Nationalized Banks (Mean=3.77, SD=1.12), and use of outdated 

hardware and software system in Private Sector Banks (Mean=3.97, SD=0.97). The mean score of all the 

statements, which is greater than 3.00, implies that most of the respondents agree with the factors 

responsible for the risk of repudiation of customers’ transactions in selected groups of banks. 

Statistically, ANOVA results show that the respondents in the selected groups of banks differ 

significantly towards the use of outdated hardware and software system (p=0.011) as a factor 

responsible for the risk of repudiation of customers’ transactions at 5 percent level of significance; 

therefore the null hypothesis (H01) is rejected. Further, the results of Post-hoc analysis (multiple 

comparisons) also show that there is a significant difference among the respondents viewpoint of the 

State Bank Group and Nationalized Banks towards the use of outdated hardware and software system 

(p=0.008) as a factor responsible for risk of repudiation of customers’ transactions at 5 percent level of 

significance 

As revealed from Table-1 (B), taking all the selected eleven banks together, absence of system for 

customers’ authentication is found as the most significant factor responsible for the risk of repudiation 

of customers’ transactions (Mean=4.10, SD=1.09), followed by use of out-dated hardware and software 

system (Mean=3.75, SD=1.12) and cyber threats and vulnerabilities (Mean=3.75, SD=1.17). The mean 

score of all the statements, which is greater than 3.00, implies that most of the respondents agree with 

the factors responsible for the risk of repudiation of customers’ transactions in the selected banks. 

Statistically, ANOVA results show that the respondents in the selected banks do not differ significantly 

towards the factors responsible for the risk of repudiation of customers’ transactions at 5 percent level 

of significance; therefore the null hypothesis (H01) is accepted. Further, the results of Post-hoc analysis 

(multiple comparisons) show that there is no significant difference among the respondents’ viewpoint of 
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the selected groups of banks towards the factors responsible for risk of repudiation of customers’ 

transactions at 5 percent level of significance. 

IMPACTS OF RISK 

As shown in Table-2 (A), increase in costs associated with regeneration of customers’ transactions is 

found the most significant impact on the functioning of State Bank Group (Mean=3.95, SD=1.04), costs 

incurred in proving that no transaction took place in Nationalized Banks (Mean=3.99, SD=0.91) and 

Private Sector Banks (Mean=4.10, SD=0.93), followed by costs incurred in proving that no transaction 

took place in State Bank Group (Mean=3.95, SD=1.05), increase in costs associated with regeneration of 

customers’ transactions in Nationalized Banks (Mean=3.99, SD=0.99) and Private Sector Banks 

(Mean=4.09, SD=0.86). The mean score of all the statements, which is greater than 3.00, implies that 

most of the respondents agree with the impacts of risk of repudiation of customers’ transactions in the 

selected groups of banks. Statistically, ANOVA results show that the respondents in the selected groups 

of banks do not differ significantly towards the impacts of risk of repudiation of customers’ transactions 

on the functioning of the selected banks at 5 percent level of significance; therefore the null hypothesis 

(H02) is accepted. Further, the results of Post-hoc analysis (multiple comparisons) shows that there is no 

significant difference in the respondents’ viewpoint of the selected groups of banks towards the impacts 

of risk of repudiation of customers’ transactions on the functioning of the selected banks at 5 percent 

level of significance. 

As inferred from Table-2 (B), taking all the selected eleven banks together, costs incurred in proving that 

no transaction took place (Mean=4.01, SD=0.96) is found as the most significant impact of the risk of 

repudiation of customers’ transactions on the functioning of the selected banks, followed by increase in 

costs associated with regeneration of customers’ transactions (Mean=4.01, SD=0.97) and potential 

adverse publicity in media (Mean=3.87, SD=1.05). The mean score of all the statements, which is greater 

than 3.00, implies that most of the respondents agree with the impacts of risk of repudiation of 

customers’ transactions in the selected banks. Statistically, ANOVA results show that the respondents of 

the selected banks do not differ significantly towards the impacts of the risk of repudiation of 

customers’ transactions on the functioning of the selected banks at 5 percent level of significance; 

therefore the null hypothesis (H02) is accepted. 
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MEASURES FOR OVERCOMING THE RISK 

As exhibited in Table-3 (A), implementing security measures for enhancing customers authentication is 

found as the most adopted measure in all the groups i.e. State Bank Group (Mean=4.41, SD=0.82), 

Nationalized Banks (Mean=4.34, SD=0.87) and Private Sector Banks (Mean=4.34, SD=0.89), followed by 

use of most current version of content management system and other publicly accessible software in 

State Bank Group (Mean=4.10, SD=1.05), introducing the audit trials for transactions in Nationalized 

Banks (Mean=4.05, SD=0.98) and use of most current version of all anti-virus and anti-malware system 

in Private Sector Banks (Mean=4.10, SD=1.02). The mean score of all the statements, which is greater 

than 3.00, implies that most of the respondents agree with the measures for overcoming the risk of 

repudiation of customers’ transactions in the selected groups of banks. Statistically, ANOVA results show 

that the respondents in the selected groups of banks do not differ significantly towards the measures for 

overcoming the risk of repudiation of customers’ transactions at 5 percent level of significance; 

therefore the null hypothesis (H03) is accepted. Further, the results of Post-hoc analysis (multiple 

comparisons) shows that there is no significant difference among the respondents viewpoint of the 

selected groups of banks towards the measures adopted for overcoming the risk of repudiation of 

customers’ transactions at 5 percent level of significance. Further, the results of Post-hoc analysis 

(multiple comparisons) also show that there is no significant difference in the respondents’ viewpoint of 

the selected groups of banks towards the measures for overcoming the risk of risk of repudiation of 

customers’ transactions at 5 percent level of significance. 

As revealed from Table-3 (B), taking all the selected eleven banks together, implementing security 

measures for enhancing the customers’ authentication (Mean=4.36, SD=0.86) is found as the most 

significant measure, followed by introducing audit trials for transactions (Mean=4.00, SD=0.97) and use 

of most current version of anti-virus and anti-malware systems (Mean=4.00, SD=1.09) for overcoming 

the risk of repudiation of customers’ transactions. The mean score of all the statements, which is greater 

than 3.00, implies that most of the respondents agree with the measures for overcoming the risk of 

repudiation of customers’ transactions in the selected banks. Statistically, ANOVA results show that the 

respondents in the selected banks do not differ significantly towards the measures for overcoming the 

risk of repudiation of customers’ transactions at 5 percent level of significance; therefore the null 

hypothesis (H03) is accepted.  
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CONCLUSION AND RECOMMENDATIONS 

To sum up, absence of system for customers’ authentication is found as the most significant factor 

responsible for the risk of repudiation of customers’ transactions, followed by the use of outdated 

hardware and software systems and cyber threats and vulnerabilities. Further, costs incurred in proving 

that no transaction took place  is found as the most significant impact of the risk of repudiation of 

customers’ transactions on the functioning of the selected banks, followed by increase in costs 

associated with regeneration of customers’ transactions and potential adverse publicity in media. 

However, implementing security measures for enhancing the customers’ authentication is found as the 

most significant measure for overcoming the risk of repudiation of customers’ transactions, followed by 

introducing audit trials for transactions and use of most current version of anti-virus and anti-malware 

systems. It is recommended that error free software/programmes be developed to maintain the security 

and safety of database and evaluate such programmes from time to time to keep them updated. All the 

security and anti-virus software must be configured for regular updates and scans to guard against the 

most current threats.  
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Table 1 (A): Factors Responsible for Risk of Repudiation of Customers Transactions in Selected Groups of Banks 

Factors State Bank Group Nationalized Banks Private Sector Banks ANOVA 

N Mean S.D. Rank N Mean S.D. Rank N Mean S.D. Rank F Sig. 

Absence of system for customers’ 
authentication 

120 4.00 1.22 1 200 4.12 1.07 1 120 4.18 1.00 1 0.888 0.412 

Use of outdated hardware and software 
system 

120 3.54 1.27 4 200 3.75 1.07 3 120 3.97 0.99 2 4.545 0.011* 

Cyber threats and vulnerabilities 120 3.66 1.33 2 200 3.77 1.12 2 120 3.81 1.08 3 0.531 0.588 

Non-availability of sufficient balance in 
customer’s account 

120 3.65 1.20 3 200 3.69 1.11 4 120 3.63 1.20 5 0.092 0.912 

Failure of the system to provide online 
services 

120 3.49 1.43 5 200 3.62 1.23 5 120 3.76 1.16 4 1.406 0.246 

Source: Survey, Note: *= Significant at 5 percent level, Degrees of freedom (df) = 2, 437 
 

Table 1 (B): Factors Responsible for Risk of Repudiation of Customers’ Transactions in the Selected Banks 

Factors N/P Response Descriptive Statistics ANOVA 

SD D N A SA Total Mean S.D. Rank F Sig. 

Absence of system for customers’ 
authentication 

N 18 40 15 171 196 440 
4.10 1.09 1 1.611 0.101 

P 4.1 9.1 3.4 38.9 44.5 100.0 

Use of outdated hardware and software 
system 

N 28 51 22 238 101 440 
3.75 1.12 2 1.382 0.186 

P 6.4 11.6 5.0 54.1 23.0 100.0 

Cyber threats and vulnerabilities N 31 55 19 220 115 440 
3.75 1.17 3 1.080 0.376 

P 7.0 12.5 4.3 50.0 26.1 100.0 

Non-availability of sufficient balance in 
customer’s account 

N 25 71 32 210 102 440 
3.66 1.16 4 1.273 0.243 

P 5.7 16.1 7.3 47.7 23.2 100.0 

Failure of the system to provide online 
services 

N 39 72 19 195 115 440 
3.62 1.27 5 0.818 0.612 

P 8.9 16.4 4.3 44.3 26.1 100.0 

Source: Survey, N=Number of Respondents, P=Percent, Degree of Freedom (df)=10,429, *=Significant at 5 percent level. 
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Table 2 (A): Impacts of Risk of Repudiation of Customers’ Transactions in Selected Groups of Banks 

Impacts 
State Bank Group Nationalized Banks Private Sector Banks ANOVA 

N Mean S.D. Rank N Mean S.D. Rank N Mean S.D. Rank F Sig. 

Costs incurred in proving that no transaction 

took place 
120 3.95 1.05 2 200 3.99 0.91 1 120 4.10 0.93 1 0.739 0.478 

Loss of present and potential customers 120 3.80 1.11 4 200 3.79 1.11 4 120 3.84 1.12 5 0.080 0.923 

Increase in costs associated with 

regeneration of customers’ transactions 
120 3.95 1.04 1 200 3.99 0.99 2 120 4.09 0.86 2 0.606 0.546 

Potential adverse publicity in media 120 3.85 1.17 3 200 3.88 1.01 3 120 3.88 0.98 4 0.047 0.954 

Deterioration in the quality of the services 120 3.74 1.26 5 200 3.65 1.15 5 120 3.95 1.07 3 2.412 0.091 

Source: Survey, Note: *= Significant at 5 percent level, Degrees of Freedom (df) = 2,437 
 

Table 2 (B): Impacts of the Risk of Repudiation of Customers’ Transactions in the Selected Banks 

Impacts N/P Response Descriptive Statistics ANOVA 

SD D N A SA Total Mean S.D. Rank F Sig. 

Costs incurred in proving that no 
transaction took place 

N 12 38 15 243 132 440 
4.01 0.96 1 1.809 0.057 

P 2.7 8.6 3.4 55.2 30.0 100.0 

Loss of present and potential customers 
N 22 56 23 222 117 440 

3.80 1.11 4 0.896 0.537 
P 5.0 12.7 5.2 50.5 26.6 100.0 

Increase in costs associated with 
regeneration of customers’ transactions 

N 11 41 19 230 139 440 
4.01 0.97 2 0.913 0.521 

P 2.5 9.3 4.3 52.3 31.6 100.0 

Potential adverse publicity in media 
N 15 54 21 231 119 440 

3.87 1.05 3 0.620 0.797 
P 3.4 12.3 4.8 52.5 27.0 100.0 

Deterioration in the quality of the services 
N 27 61 22 211 119 440 

3.75 1.17 5 1.394 0.180 
P 6.1 13.9 5.0 48.0 27.0 100.0 

Source: Survey, N=Number of Respondents, P=Percent, Degree of Freedom (df)=10,429, *=Significant at 5 percent level. 
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Table 3 (A): Measures for Overcoming the Risk of Repudiation of Customers’ Transactions in Selected Groups of Banks 

Measures N State Bank Group N Nationalized Banks N Private Sector Banks ANOVA 

Mean S.D. Rank Mean S.D. Rank Mean S.D. Rank F Sig. 

Implementing security measures for 

enhancing customers’ authentication 
120 4.41 0.82 1 200 4.34 0.87 1 120 4.34 0.89 1 0.308 0.735 

Introducing  audit trials for transactions 120 3.95 1.02 5 200 4.05 0.98 2 120 3.98 0.90 5 0.379 0.685 

Introducing more options for informing the 

customers about the transactions 
120 3.93 1.16 6 200 3.97 1.02 4 120 3.90 1.09 7 0.186 0.831 

Use of active and updated response 

procedures and plans 
120 4.07 1.02 3 200 3.83 1.13 6 120 3.92 1.10 6 1.882 0.154 

Use of most current version of content 

management system or other publicly 

accessible softwares  

120 4.10 1.05 2 200 3.80 1.18 7 120 4.00 1.13 4 2.768 0.064 

Use of most current version of anti-virus and 

anti-malware system 
120 3.98 1.18 4 200 3.96 1.08 5 120 4.10 1.02 2 0.641 0.527 

Considering cyber threats and vulnerabilities 

as a part of operational risk  
120 3.89 1.27 7 200 4.00 1.18 3 120 4.08 0.99 3 0.829 0.437 

Source: Survey, Note: *= Significant at 5 percent level, Degrees of Freedom (df) = 2,437 
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Table 3 (B): Measures for Overcoming the Risk of Repudiation of Customers’ Transactions in the Selected Banks 

Measures 
N/P 

Response Descriptive Statistics ANOVA 

SD D N A SA Total Mean S.D. Rank F Sig. 

Implementing security measures for enhancing 

customers’ authentication 

N 9 17 9 175 230 440 
4.36 0.86 1 0.737 0.690 

P 2.0 3.9 2.0 39.8 52.3 100.0 

Introducing  audit trials for transactions N 22 20 15 259 124 440 4.00 0.97 2 1.174 0.307 
P 5.0 4.5 3.4 58.9 28.2 100.0 

Introducing more options for informing the customers 

about the transactions 

N 19 46 19 213 143 440 
3.94 1.08 5 1.696 0.079 

P 4.3 10.5 4.3 48.4 32.5 100.0 

Use of active and updated response procedures and 

plans 

N 20 48 18 214 140 440 
3.92 1.09 6 1.301 0.227 

P 4.5 10.9 4.1 48.6 31.8 100.0 

Use of most current version of content management 

system or other publicly accessible software 

N 26 42 18 201 153 440 
3.93 1.14 7 1.361 0.196 

P 5.9 9.5 4.1 45.7 34.8 100.0 

Use of most current version of anti-virus and anti-

malware systems 

N 22 39 14 205 160 440 
4.00 1.09 3 0.480 0.903 

P 5.0 8.9 3.2 46.6 36.4 100.0 

Considering cyber threats and vulnerabilities as part of 

operational risk 

N 28 38 15 186 173 440 
3.99 1.16 4 1.325 0.214 

P 6.4 8.6 3.4 42.3 39.3 100.0 

Source: Survey, N=Number of Respondents, P=Percent, Degree of Freedom (df)=10,429, *=Significant at 5 percent level 


