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ABSTRACT 

 

E-crime refers to criminal activity that involves the use of a computer and the 

internet. These can be traditional criminal offenses committed with the use of a 

computer and newer crimes that originated with the advent of computers and 

networks. These crimes cover a very large and diverse range of offenses.  

 

Due to the nature of e-Crime, and its ability to evolve with technology, new threats 

are emerging with an alarming degree of regularity and simply maintaining a better 

appreciation of the risks  we face could have a significant effect on our ability to 

respond to them if the need arises. 

 

This paper aims to discuss e-crime classification and solutions on each crime so that 

the society members viz Childs, Younger, Parents, Businessman and everyone from 

World will be aware of e-crime and will be secure while accessing data from 

Network. 
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______________________________________________________________________________ 

INTRODUCTION 

WHAT IS E-CRIME? 

E-Crime generally refers to a criminal activity where a computer or computer network is the 

source, tool, target, or place of a crime. Despite the inevitable references to „computers‟ or 

„online activity‟, e-Crime nevertheless encompasses a whole raft of „traditional‟ crimes - such as 

fraud, theft, blackmail, forgery and misuse.  
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E-Crime is notoriously difficult to detect and punish because of its sheer technical complexity 

and because unseen attackers can strike victims from hundreds or even thousands of miles away.   

 

E-CRIME CLASSIFICATION 

BOTNETS  

What are Botnet? Put simply, a Botnet is a „robot network‟ of PCs that has been infected by a 

virus to execute malicious actions that are unseen and unknown to legitimate users. This process 

is controlled by the Botnet creator or „herder‟. Once infected, the Botnet can be used to send 

huge volumes of spam email or can even use its strength to launch harmful, targeted attacks on 

other company‟s websites. 

There are two major types of Botnet attacks- 

Denial of service attack (DoS) and Spam email. The potential knock-on-effects can include 

slowing users network service down and potential legal ramifications, where user may be liable 

for any damages an infection causes another organisation's or their customers‟ IT infrastructure. 

DENIAL OF SERVICE (DOS) AND DISTRIBUTED DENIAL OF SERVICE (DDOS) 

In case of a DoS attack, it will usually involve an attacker attempting to prevent one user or other 

users in the business from accessing information or services. The most common and obvious 

type of DoS attack occurs when an attacker "floods" a network with information, causing a 

system shutdown. 

A DDoS attack on the other hand, is an orchestrated denial of service attack launched from 

multiple computers against one or relatively few targets. In this circumstance, the attacking 

computers are usually coordinated into a botnet or zombie network so that, en-masse, they have a 

far greater effect than if the attack was launched from a single computer. 

 

Figure The graphic shows the number of access requests to a website during the normal peration 

(black) and during a Denial-of-Service (DoS) attack. If the attacked server is unable to handle the 

http://www.ecrimewales.com/server.php?show=nav.9335
http://www.ecrimewales.com/server.php?show=ConWebDoc.92
http://www.ecrimewales.com/server.php?show=ConWebDoc.74
http://www.ecrimewales.com/server.php?show=ConWebDoc.174
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increased number of requests, the attack can slow down the website response speed or disable 

service altogether.[3] 

FAKE ADS 

Internet advertisement networks provide attackers with an effective venue for targeting 

numerous computers though malicious banner ads. Such fake ads may take the form of Flash 

programs that look like regular ads, but contain code that attack‟s the visitor‟s system directly or 

redirects the browser to a malicious website.  

The popularity of social media platforms such as Facebook has also led to a number of scams 

that spread virally across the social network, tricking users into taking surveys and earning the 

scammers money. Make sure as a user that you stay informed about the latest scams spreading 

fast across Facebook and other internet attacks.  

For this everyone be responsible. The host of the website should be actively involved in making 

sure that the content is malware free, the ad producers should also be active in preventing their 

ads from being hacked and the users should be alert as well. 

PHISHING 

Phishing is a form of online identity theft. Phishing scams will take advantage of your work‟s 

software and security weaknesses on both your client and server sides. In addition to stealing 

personal and financial data, phishers will infect your computers with viruses and convince you to 

participate unwittingly in money laundering. Con artists may also send you millions of 

fraudulent e-mail messages that appear to come from web sites you trust, like your bank or credit 

card company, and request that you provide personal information. 

 

http://www.ecrimewales.com/server.php?show=nav.9391
http://www.ecrimewales.com/server.php?show=ConWebDoc.138
http://www.ecrimewales.com/server.php?show=ConWebDoc.162
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Figure -The picture shows a phishing-mail. Phishing mails are designed to resemble 

communications from legitimate companies. Offenders often use original trademark-protected 

logos. 

HOW TO TAKE CARE? 

Phishers tend to leave some telltale signs in their e-mail messages and web pages. When you 

read your e-mail, you should be on the lookout for: 

 Generic greetings, like “Dear Customer.” If your bank sends you an official correspondence, it 

should have your full name on it.  

 Threats to your account and requests for immediate action, such as “Please reply within five 

business days or we will cancel your account.” Most legitimate businesses are now aware of 

phishing issues and will not contact customers in this manner.  

 Misspellings and poor grammar. 

SCAREWARE 

Scareware consists of pop-up advertisements that appear warning users of supposed security 

threats. As companies get smarter about recognising spam and phishing emails, Scareware 

suppliers have started implanting triggers in the most unexpected places online, with research 

suggesting that 50 new „scam tactics‟ are emerging each day. 

Scareware can now be found in advertisements posted on popular mainstream media sites, 

among results from well-known search engines like Yahoo and Google and in messages on the 

most popular social networking sites such as Facebook and Twitter. 

Using popular and misspelled search terms, criminals divert people to sites that are seeded with 

fake warnings about virus infections. The pop-up warnings then claim that a visitor‟s PC is 

riddled with malicious programmes and spyware. 

KEEP YOURSELF AHEAD OF THE CRIMINALS BY 

1. Installing antivirus software on every machine and keeping the signature files current through 

automatic or manual updates at least weekly. Renew the automatic update capability annually as 

required to maintain a current virus signature file on every machine.  

2. DO NOT download material from the Internet without first ensuring that your AV application 

is active. 

3. Educate all computer users to remove or destroy infected files identified by AV software.  

4. Educate all e-mail users not to open e-mail attachments from unexpected and unknown 

sources to avoid unleashing a new virus not yet blocked by the AV application 

5. Enable the AV application to automatically check every file source on each machine when it is 

used (including CD, USB drives etc.). 
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SPAM 

Spam is the electronic equivalent of junk mail and although much of it is not necessarily 

„criminal‟ in its intent, there are still significant risks in responding to it.  spam is a lucrative 

business and now accounts for the majority of all email messages. Recent evidence suggests that 

some spammers have now teamed-up with virus writers so that even more spam can be sent, 

using the infected computer to send spam to all the email addresses contained in a user's address 

book . 

HOW DOES IT AFFECT?  

Spam's direct effects include the consumption of computer and network resources, and the cost 

in human time and attention of dismissing unwanted messages.  There are also the direct costs, as 

well as the indirect costs borne by the victims - both those related to the spamming itself, and to 

other crimes that usually accompany it, such as financial theft, identity theft data and intellectual 

property theft, virus and other malware infection, fraud, and deceptive marketing. 

TIPS 

 Never, ever reply to a spam message. If you can tell from the subject line that a message is spam, 

don‟t open it - delete it.  

 Don‟t forward an email from someone you don‟t know.  

 Preview your messages before you open them or view a message‟s headers to see if a sender‟s e-

mail address is valid.  

 Forward spam to your IT department so they can adjust your message filters. 

The very best anti-spam solutions today deliver 95% effectiveness. Unfortunately, that‟s not 

good enough. An attack that gets through a 5% gap in defences could cost your business 

thousands of pounds in terms of business lost. 

When most people think of security problems associated with spam, they think only about 

inbound spam via email but outbound spam can be a serious problem as well. Most outbound 

spam is not a result of staff deciding to make money or cause havoc; rather, it‟s the result of 

internal systems becoming infected by malware. Like all spam, it needlessly consumes network 

and storage resources and worse, it can damage a company‟s reputation if recipients discover the 

company is sending spam.  

How do I defend my business against spam? 

If an anti-spam solution is going to provide the highest possible effectiveness, it should include 

all four of these components: 

• Verification Techniques 

• Reputation Analysis 

• Content Scanning 

• Behavioural Analysis 

http://www.ecrimewales.com/server.php?show=ConWebDoc.152
http://www.ecrimewales.com/server.php?show=ConWebDoc.162
http://www.ecrimewales.com/server.php?show=ConWebDoc.112
http://www.ecrimewales.com/server.php?show=ConWebDoc.118
http://www.ecrimewales.com/server.php?show=ConWebDoc.118
http://www.ecrimewales.com/server.php?show=ConWebDoc.118
http://www.ecrimewales.com/server.php?show=ConWebDoc.127
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Verification Techniques detect spam and spam volumes by using Internet standards and other 

business services to verify the identity of email senders. Verification addresses a large proportion 

of basic spam attacks, especially phishing attacks and Denial of Service (DoS) attacks. 

Reputation Analysis technology tracks the reputation of a large number of source IP addresses 

that a business encounters. The key advantage of reputation analysis is efficiency. To determine 

whether or not a message is spam, thesystem just needs to scan the message‟s IP address as 

opposed to scanning the entire message. 

Content scanning is the scanning of email contents for spam and malware. Content scanning is 

becoming increasingly important, because unlike techniques such as reputation analysis, which 

rely on analyzing the source IP address, it can be used to detect outbound spam.  

Behavioural Analysis fill in the analytical gaps required to identify the most sophisticated 

attacks. Behavioural technology looks at attributes of all incoming mail and identifies insights 

and patterns into any abnormal behaviour. This works well for previously unseen, low volume 

attacks.  

SPYWARE 

New software has the potential to bring new risks to your business and the installation of any 

unchecked software from the Internet could accidentally import a virus on your network. 

Spyware, as the name suggests, is software that covertly gathers user information. This can be 

either used for advertising or malicious purposes. Spyware applications are typically bundled as 

a hidden component of freeware or shareware programs and downloaded.  

Once installed, the spyware will monitor you or your company‟s activity on the Internet and 

transmit that information in the background to someone else. 

HOW DOES IT AFFECT? 

 Spyware programs can collect various types of personal information, but can also interfere with 

user control of the computer in other ways, such as installing additional software, redirecting 

Web browser activity, accessing websites blindly that will cause more harmful viruses, or 

diverting advertising revenue to a third party.  

Spyware can even change computer settings, resulting in slow connection speeds, different home 

pages, and loss of Internet or other programs. 

SUGGESTIONS 

 All businesses should have strict controls over what software can be installed. 

 Make sure you run an anti-spyware application. 

 Scan your systems regularly to uncover spyware that has „slipped through the net‟. 

 Make sure all your systems are updated with the latest patches recommended by the software 

developers. New vulnerabilities are being discovered and exploited all the time. 

http://www.ecrimewales.com/server.php?show=nav.9335
http://www.ecrimewales.com/server.php?show=ConWebDoc.162
http://www.ecrimewales.com/server.php?show=ConWebDoc.154
http://www.ecrimewales.com/server.php?show=ConWebDoc.75
http://www.ecrimewales.com/server.php?show=ConWebDoc.135


IJMMR                           Volume 3, Issue 4 (April, 2012)                   ISSN 2229-6883 
 

Sri Krishna International Research & Educational Consortium 
http://www.skirec.com 

 - 145 - 

VIRUS ATTACKS 

Computer viruses are created to damage computer systems and the data they hold. Viruses are 

programs that can replicate themselves, spreading from computer to computer.  These days, they 

are usually activated when the unsuspecting recipient opens an attachment sent with an email 

program.  

  

Viruses look harmless on the outside but can do real damage if you let them into your system. A 

virus may have the appearance of a game for instance, but may also install spyware or adware, 

which may then open a backdoor on a computer allowing an intruder to connect without your 

knowledge or consent. 

HOW DOES IT AFFECT? 

 As more and more businesses have increased their productivity by using networks and high-

speed Internet connections, viruses have become the most prolific and costly security issue 

facing small to medium sized businesses.  

Viruses will be used as delivery mechanisms for hacking tools, putting the security of your 

organization at risk, even though a firewall may be installed.  

TIPS 

 Introduce virus-checking software as most anti-virus vendors offer solutions that can protect 

against this sort of virus.  

 Use a properly configured firewall between your office systems and the Internet.  

 Do not open „suspicious‟ e-mails – especially those with attachments.  

 Only enable preview panes once you have removed all suspect emails.  

 Have a clear IT policy for acceptable use of business systems, websites and email. Refer to this 

policy in employment contracts and provide training for procedures. 

HACKTIVISM 

Hacktivism is the use of computers and computer networks as a means of protest to promote 

political ends. 

As more and more companies put more of their operations online, the Internet becomes an 

increasingly attractive place to conduct a protest.  

A hacktivist uses the same tools and techniques as a hacker, but does so in order to disrupt 

services and bring attention to a political or social cause. For example, one might leave a highly 

visible message on the home page of a web site that gets a lot of traffic or which embodies a 

point-of-view that is being opposed. Or one might launch a denial-of-service attack to disrupt 

traffic to a particular site. 

http://www.ecrimewales.com/server.php?show=ConWebDoc.162
http://www.ecrimewales.com/server.php?show=ConWebDoc.67
http://www.ecrimewales.com/server.php?show=ConWebDoc.69
http://www.ecrimewales.com/server.php?show=ConWebDoc.102
http://www.ecrimewales.com/server.php?show=ConWebDoc.66
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As always, companies need to make sure they‟re taking all the necessary steps to protect 

themselves against attacks. If we want to safeguard our IT system, we need to protect each 

component on our network, including PCs, routers, switches 

and all other connected users' devices. Because anyone who can access our network can also 

disrupt our  network components and services.  

WHY DOES IT AFFECT? 

The majority of businesses may be confident that their existing IT security precautions - 

invariably based on conventional, off-the-shelf anti-virus and firewall solutions - will provide us 

with sufficient protection from all significant online security threats.  But, the fact remains that 

thousands of businesses every year still fall victim to e-Crime, despite having such precautions in 

place. 

e-Crime is on the rise, with more and more sophisticated or creative ways of breaching IT 

security being unearthed every day.  Simply relying on our existing IT security measures – if any 

– is unlikely to provide us with sufficient protection against today‟s breed of hackers, scammers 

and virus designers that are able to overcome traditional security measures with relative ease.  

Well, any business using a computer is at risk. If that computer or other electronic device is 

connected to the Internet, the risk is even greater and criminals know this. We know better than 

we do that the information on our IT system is extremely valuable, so taking every precaution to 

protect it is essential. Protecting us, our business and your staff from the most common 

electronic threats may cost no more than you spend on locks and alarms for your office, so why 

take the risk? 
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