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ABSTRACT 

Despite increasing efforts in detecting and managing software security flaws, the number of 

security attacks is still rising every year. As software becomes more complex, security flaws 

are more easily introduced into a software system and more difficult to eliminate. All 

applications are typically developed with hard time constraints and are often deployed with 

critical software bugs, making them vulnerable to attacks. This paper will introduce some 

extract of Automatic compiler which may provide the solution for most software 

vulnerabilities. 
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1.  INTRODUCTION 

Security encompasses a set of measures taken to guard against theft, attach crime and 

espionage or sabotage. Security ensures the authentication of system users to protect the 

integrity of the information stored in the system both, data and code, as well as physical 

resources of the computer system. The security system prevents unauthorized access to a 

system, malicious destruction or alteration of the data and accidental introduction of 

inconsistency. 

Program vulnerabilities leaves organization open to malicious attacks that can result in severe 

damage to company finances, resources, consumer privacy and data etc. Exposing and 

identifying security vulnerabilities is notoriously difficult, research efforts in software testing 

focus almost exclusively on common case i.e. the program behaves that users are likely to 

encounter when they use the program correctly. This approach is not conducive to exposing 

security flaws as vulnerabilities are typically found using input that users would not normally 

enter. Consider the typical stack smashing attack [1]. Which seeks to overflow a program 

buffer and trick the program into running arbitrary code such an attack would require the user 

to enter the binary code for particular instructions, which is improbable at best. 
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2. RELATED WORK 

In this section I will review past work in general area of software security.  

2.1 Mostly-Hardware Approaches. 

 Tamper-resistant packaging can coat circuit boards or encase the entire device, such 

as a iButton developed by Dallas Semiconductor [1999] [2]. Alternatively, a custom 

processor can be used with special purpose hardware that makes it difficult to 

decompile code, and extremely difficult to insert tampered code. 

Deficiency: However, this approach is much more expensive than provide tamper 

resistant packaging. 

 Secure coprocessors are computational devices that can be trusted to execute their 

software in a trusted manner. Programs, or parts of the program can be run (in an 

encrypted form) on these devices thus never revealing the code in the untrusted 

memory and thereby providing a tamper resistant execution environment for that 

portion of the code. A number of secure coprocessing solutions have been designed 

and proposed include systems such as IBM‘s Citadel[While et al. 1991] the Abyss[3] 

and Abyss[4] systems [Weingart 1987] and commercially available IBM 4758 

which meets the FIPS 140-1 level 4 validation [IBM 2002; Smith 1996; Smith and 

Weingar 1999][5][6]. Distributed co-processing is achieved by distributing a number 

of secure coprocessors and some have augmented the Kerberos system by integrating 

secure coprocessing into it [Itoi 2000] [7]. In Lie et al [2000] [8] an architecture is 

proposed for tamper resistant software and a hardware implementation is provided, 

based on an execute only memory (XOM) that allows instruction stored in memory to 

executed by not manipulated. The machine works on encrypted instruction and XOM 

machine decodes the session key, decodes from external memory using the session 

key and provides portioned storage for the XOM code.  

Deficiency: For x86 Intel processors, they estimate that a memory bound computation 

will have a less that 50% slow down, finally several companies have formed that so-

called Trusted Commutating Platform Alliance [9] to provide hardware software 

solution for software protection. 

 Smart Cards: Smart cards can be viewed as a type of secure coprocessing a number 

of studies have analyzed the use of smart cards for secure application [Gobioff et a; 

1996] [10]; Sensitive data and critical instructions can be stored on smart cards. Most 

smart card applications focus on the secure storage of data although studies have been 

conducted on using smart cards to secure an operation system. [Clark and Hoff man 

1994] [11]. In addition, in Kocher [1995] [8] and smith [1996] [5], low-end devices 

derive their clocks from the host and thus are susceptible to attacks that analyze data 

depending time. 

Deficiency: They offer no direct I/O to the user. As noted in Chang and Atallah 

[2000] [12], smart cards can protect only small fragment of code and data. 

2.2 Mostly-Software Approaches. 

 Obfuscation: In this technique, code is deliberately mangled while maintaining 

correctness to make understanding difficult—a survey of obfuscation techniques 

appears in Collberg et al. [1997] [13]. Obfuscation techniques range from simple 
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encoding of constants to more complex methods that re-arrange or transform code 

[Collberg et al. 1997, 1998] [14]. Other authors [Wang et al. 2000, 2001] [15] also 

propose transformations to the code that make it difficult to determine the control 

flow graph of the program, and show that determining the control flow graph of the 

transformed code is NP-hard. Theoretical limitations are discussed in Barak et al. 

[2001] [16].  

Deficiency: However, many obfuscation techniques can be attacked by designing 

tools that automatically look for obfuscations. Another approach to attacking 

obfuscation techniques is to emulate the code in a debugger and to identify 

vulnerabilities in the code step-by-step using the debugger. 

 Code-Checksums: In Chang and Atallah [2000] [12], the authors propose the concept 

of guards, pieces of executable code that typically perform checksums to guard 

against tampering. In Horne et al. [2001] [17], the authors propose an Automatic self-

checking technique to improve tamper resistance. The technique consists of a 

collection of ―testers‖ that test for changes in the executable code as it is running and 

report modifications. A tester computes a hash of a contiguous section of the code 

region and compares the computed hash value to the correct value. An incorrect value 

triggers the response mechanism. They note that performance is invariant until the 

code size being tested exceeds the size of the L2 cache. A marked deterioration in 

performance was observed after this occurred. In Aucsmith [1996] [18] a self-

checking technique is presented in which embedded code segments verify the 

integrity of the program during runtime. These techniques strongly rely on the 

security of the checksum computation itself.  

Deficiency: If these checksum computations are discovered by the attacker, they are 

easily disabled. Moreover, in many system architectures, it is relatively easy to build 

an automated tool to reveal such checksum-computations. For example, a control-

flow graph separates instructions from data even when data is interspersed with 

instructions; then, checksum computations can be identified by finding code that 

operates on code (using instructions as data). This problem is acknowledged but not 

addressed in Horne et al. [2001] [17]. 

 Proof-Carrying Code: Proof-carrying code (PCC) is a technique by which a host can 

verify code from an untrusted source [Appel and Felten 1999[19]; Baifanz et al. 2000; 

Bauer et al. 2001[20]; Necula 1997, [21] 2003; Necula and Lee 1996] [22]. Safety 

rules, as part of a theorem-proving technique, are used on the host as sufficient 

guarantees for proper program behavior. Applications include browser code (applets) 

[Baifanz et al. 2000] and even operating systems [Necula and Lee 1996] [22]. One 

advantage of proof-carrying software is that the programs are self-certifying, 

independent of encryption or obscurity.  

Deficiency: The PCC method is ACM Transactions on Embedded Computing 

Systems, Vol. 4, No. 1, February 2005. 194 J. Zambreno et al. essentially a self-

checking mechanism and is vulnerable to the same problems that arise with the code 

checksum methods discussed earlier; in addition, they are static methods and do not 

address changes to the code after instantiation.  
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 Custom OS: Another software technique is to create a system of customizable 

operating systems wherein much of the security, checksumming, and obfuscation are 

hidden.  

Deficiency: However, in practice this solution will take longer to find acceptance for 

several reasons. First, it is expensive to maintain multiple flavors of operating 

systems. Second, the main vendor of entrenched operating systems fiercely protects 

code sources—a political act may be needed to require such customizability. Third, 

the installed base of operating systems is already quite high, which would leave many 

existing systems still open to attack. 

 

2.3 FPGA-Based Approaches 

FPGAs have been used for security-related purposes in the past as hardware accelerators for 

cryptographic algorithms. Along these lines Dandalis and Prasanna [Dandalis et al. 2000; 

Prasanna and Dandalis 2000] have led the way in developing FPGA-based architectures for 

internet security protocols. Several similar ideas have been proposed in Taylor and Goldstein 

[1999] and Kaps and Paar [1998]. The FPGA manufacturer Actel [2003a] [23] offers 

commercial IP cores for implementations of the DES, 3DES, and AES cryptographic 

algorithms. These implementations utilize FPGAs not only for their computational speed but 

for their programmability; in security applications the ability to modify algorithmic 

functionality in the field is crucial.  

Deficiency: In order for an FPGA to effectively secure an embedded or any other type of 

system, there is a requisite level of confidence needed in the physical security of the FPGA 

chip itself. In an attempt to raise consumer confidence in FPGA security, Actel [2003b] [23] 

is currently developing new antifuse technologies that would make FPGAs more difficult to 

reverse-engineer.  

 

3. AUTOMATIC COMPILER BASED SECURITY 

We have studied the software securities and their vulnerabilities using software approach and 

revealed some vulnerability, which are the real problem for software securities. Some of the 

vulnerabilities have been investigated which are as follows. 
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1. If attacker attacks in source code while inputting the data. 

2. If attacker changes the calling address of function 

3. If deviates the correct way of process. 

4. If attacker corrupts drivers of any device.  

5. If attacker changes the values while receiving by any output devices. 

6. Simulation of attacks.  

Here we introduce the only some extract of Automatic compiler (work is going on) which 

may provide the solution for most of the above mentioned software vulnerabilities and others 

too. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The input to the compiler is usually an intermediate program created by user. Sequences of 

blocks are called basic blocks, are constructed. A basic block is contiguous sequence of 

instructions that would be executed sequentially by the CPU. A basic block can be optimized  

Automatically during execution then given to the CPU for execution.  

 

By using an Automatic compiler (figure 2) attacks could be inserted Automatically. Binary 

rewriting tools might also be used. As soon as user inputs the code attacker can make changes 

in code. Test center will start working and check whether attacker has changed the values or 

not. If it is so attack annular will work and return the correct value and will make the attacker 

unsuccessful.  

To explain the managing security using Automatic Compiler, we have to understand the 

program based attack and some related terms and definitions. 

 

Program-based attacks are attacks that are maliciously initiated on a program as input. 

These attacks are usually possible because of a vulnerability introduced by a programming 

flaw. This distinguishes the types of attacks, and associated preventative measures that our 

framework tests from other attacks, such as network attacks. 

 

 

Figure: 2 Model and Working of Automatic Compiler 
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The most common program based attack is the buffer overflow attack wherein an attacker 

attempts to write past the end of an array (―overflow‖). One of the earliest examples is the 

Morris Worm, [24] although there is anecdotal evidence of earlier attack. Part of the worm 

attempts to spawn a shell by overflowing a buffer in the fingered UNIX program. 

Languages that provide runtime array bounds checking will typically throw an exception 

when an overflow occurs. The exception can either be caught or will terminate the program. 

In other languages, especially C, writing past the end of the array will not necessarily cause 

program termination. Instead, other data is overwritten. This enables an attacker to write 

arbitrary values into variables. 

A favorite target for buffer overflow attacks is stack allocated variables. These are variables 

defined locally in a function. Space for them is allocated automatically by the compiler as 

part of the activation record (AR) of the called function. 

Also included in the activation record are the parameters passed to the function and the return 

address, i.e. where program control should go when the function ends execution. 

Figure 3 shows the beginning of a function code along with the associated activation record 

by convention. Call stacks grow down‖ (the next AR pushed is at a lower address than the 

previous AR). When a call is made to function onto the stack followed by the return address. 

The next pushed item is the saved frame pointer (fp). The frame pointer is used to determine 

offsets to function parameters and local variables. The saved fp is the caller‘s frame pointer. 

The caller will create its own fp as part of the function initialization. Finally, the function 

allocates space for the locally defined variables, in this case, a 5-character array, buff1, an 

integer, z and 1 20-character array buf2. 

An access to buf2 [0] through buf2[19] would be legitimate as there is space allocated on the 

stack, However, accessing buf[19] would not be legitimate. This a bound error. C does not 

check array bound, however, so the access is permitted. The actual used values will be 20 

bytes (char *sizeof(char)) away from buf[0]. This address references the first byte of z. A 

value written into buf2[19] will overwrite the first byte of z causing mysterious error. This is 

an example of a buffer overflow. 

 

 

 

 

 

  

Figure 3 Example activation record 
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We can continue this overwriting. We can overwrite the buf2[24], we can overwrite buf1[0]. 

Clearly we can place arbitrary values into z and also buf1. However, there is no reason to 

stop with overwriting buf1. Data can still be written past buf1 and into the saved fp and, 

finally, the return address. By modifying the return address, an attacker can make program 

control jump to an arbitrary point and execute instructions. This the classics stack smashing 

attack. Many tutorials exist providing canned implementation of this kind of attack. 

Typically, the input used to overflow the buffer includes code to spawn a shell process 

(―Shell code‖). The return address is modified to point to the shell code, which is stored on 

the stack and gets executed when the function returns. 

Stack allocated variables are not the only target. Attacks exist against variable stored on the 

heap, the frame pointer, allocated buffer upon the call to free and even format strings passed 

to the printf family of function.  

The most obvious technique for handling these vulnerabilities is to change programming 

practice so that common vulnerabilities are not possible. This can be accomplished by using a 

language, such as Java, that provides array bounds checking, adding bounds checking to the 

language. Or by auditing the code to find potential vulnerabilities and fixing them by using 

facilities such as string in C++. That allocates more space as needed, or by carefully using 

―safe‖ library functions such as strncpy in C. While this the preferred approach, it suffers 

from several drawbacks. The performance penalty may be significant the knowledge 

experience and effort needed may be financially expensive and most importantly, this 

approach does nothing for legacy code or for software components for which source code is 

not available. 

Mechanism have been proposed to address these concerns [25,26] but they are usually aimed 

at stopping one particular attack The usually method for testing these protection mechanism 

is to find programs with known exploits add the mechanism to the program and then run the 

exploit against the program to determine if the mechanism successfully prevented, or 

detected the attack. 

 

4. FRAMEWORK DESIGN  

Our research is focusing on building a security testing framework for applications that will 

provide automated, general support for security testing by allowing engineer to simulate 

particular attacks and examine how a proposed strategy protect their software. Furthermore, 

such a framework could allow an engineer to rapidly prototype a possible strategy to handle 

newly discovered vulnerabilities for which no strategy exists as well as attempting new 

attacks that have not yet been addressed. 

Consider the typical stack smashing attack described in previous section. In the RAD security 

mechanism, copies of the return address are maintained in a special area of memory a soft of 
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‗ghost‘ stack. When a function is called, the return adders is put onto both the call stack and 

the ghost stack when the function return, the return address is read from the ghost stack 

instead of the call stack, which overrides damage done to the return address by any overflow.  

In order to test such a scheme attacks against the return address must be performed. One 

method of attack generation would be to attempt to find buffer overflow vulnerabilities in a 

program, construct an exploit and try it. This is a very time consuming task that, if done 

successfully, would eliminate the need for the security mechanism in the fist place. Another 

approach would be to modify the compiler to insert attacks. This approach requires the source 

to the compiler and also excellent knowledge of the compiler‘s source to insert the proper 

code. This can be too costly; as different attacks require different modifications to the 

compiler 

The key insight for the framework is that it exploits the technology of Automatic 

compilation, which has typically been used to optimize a compiled program as it executes. 

With the capability to monitor and compile on the fly, we foresee other uses for this 

technology, include, the framework for security testing, By using a Automatic compiler, 

attacks could be inserted Automatically, without modifying the source code or binary stored 

on disk. Binary rewriting tools, such as Dyblast, might also be used although e feels that the 

Automatic compiler approach affords an easier implementation. Furthermore, this approach 

requires no modification to the static compiler, and engineers need not audit code base 

looking for possible vulnerabilities. 

Figure 1 shows the phases in the Automatic compiler. We stress that these phases are 

performed entirely at runtime. The input though the compiler is usually the intermediate 

program created by a static compiler although compiling the source code on the fly is 

possible (usually in interpreters), If source code is being compiled, it is done on an on 

demand basis. I.e. function foo will be compiled when foo is first called. 

When execution first begins, the Automatic compiler performs any necessary source 

compilation. Sequences of instructions, called basic blocks, are constructed. A basic block is 

a contiguous sequence of instructions that would be executed sequentially by the CPU. A 

basic block cab be optimized or analyzed online (during execution) and then given to the 

CPU for execution. The process of Automatic translation, basic block construction, online 

optimization and analysis and then execution keeps repeating until the program terminates. 

Within the testing framework, the RAD scheme would be tested by compiling the ghost stack 

code into the original application and then running the modified code with the standard test 

cases through a Automatic compiler. 
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Figure 4: The security frame work 

The engineer can instruct the framework to modify return address of any or all function this 

allows the ghost stack idea to be tested in the general case rather than in specific instances. 

As the program executes the framework would monitor the execution to determine how many 

attacks were made and how many were defected. When the program is finished the engineer 

would be provided with a coverage report detailing the methods executed by the test case 

success rate of the attack and a vulnerability report detailing the parts of the program that are 

still vulnerable. Thus, for we have discussed only the stack smashing attack. We will 

continue to use stack smashing as an example throughout the rest of the paper. However, we 

note that the framework is not limited to simulating only stack smashing attacks. The 

framework should also be able to simulate other attacks such as those against function 

pointers. In general, we expect any attack that can be simulated by adding or modifying 

executable instruction to be handled. Attacks involving subtle data manipulation such as the 

format string attacks against printf may pose a problem for our framework. 

The requirement awe set for such a framework include- 

 Generality: The framework must support a variety of source language, different kind 

of vulnerabilities and must be able to test a wide variety of program based security 

mechanisms. 

 Systematic testing: The framework must be able to insert attacks at any appropriate 

point in the program. This allows for more through and systematic testing of program 

based security mechanism. 

 Automatic: A user should only be to specify the kinds of attacks that should be 

attempted and have the option of specifying the program point to be attacked. After 
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that the framework should perform all its takes automatically without need for user 

intervention. 

 Robustness.: The framework should report the places where the mechanism failed to 

protect the program while reporting few false positive. In our case a false positive 

would occur if the frame work reported the mechanism under test successfully 

protected the program where it actually did not. 

 Low overhead: The framework must have reasonable overhead, in terms of both space 

and tie to be considered practical. 

5. FRAMEWORK ARCHITECTURE:  

Figure 4 shows a diagram of the proposed framework. The key component of the framework 

is modules with a AUTOMATIC COMPILER. During execution. The Automatic compiler gives 

the instruction that is about to be executed to each module for modification or analysis. The 

components are - 

 Attack Generator: Responsible for producing and inserting the attacks. The attacks 

may modify program instruction or program state 

 Execution monitor: Gather information about the program‘s execution as instruction 

is executed. The attack generator could have modified this instruction. 

 Oracle: Determines if the actual program behavior deviate from the expected behavior 

under the specified. Security policy. 

Each of those components has inputs hat are read upon the initialization of the framework. 

The inputs describe the specific actions that each component should perform. The inputs are:  

 Attack specification: Detail the kind of attack that should be attempted perhaps a 

change to return address or return values. 

 Security Policy: Describe the proper behavior of the program e.g. calls that the 

program is or not allowed to make. 

 Monitoring specification: Describe behavior that should be checked, such as a 

particular function being called that indicates that attack was successful. The 

monitoring specification is dependent on the attack specification and security policy. 

There are two outputs produced by the components of the testing framework- 

 Vulnerability report: Describes the attacks that were successful or the test that failed. 

 Coverage Report: Details the possible attack locations that were checked by the test 

suite. The coverage report to derived from coverage analysis and static analysis tools 

in conjunction with the execution monitor‘s output. 

 The other components of the framework deal with aspects of the software 

maintenance cycle.  The vulnerability report along with the security policy may 

discrete the change be make to either the program or the selected security mechanism. 

Other maintenance requirements may also dictate that program change be makes. 

These changes also must be tested. The test cases and attacks that should be re-run are 

selected during the regression testing phase. 
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6. THE TESTING PROCESS 

As an example of testing of security mechanism within the framework we consider the RAD 

example discussed earlier. We can test RAD by compiling it into any program that is 

convenient. That program is then run through a Automatic compiler with the framework 

modules loaded to test the mechanism. The program is run with a typical test case selected 

either by hand or by the test selector. We note that the test case may be one that would 

normally be used in the testing phase. It does not need to be a case that attempts to exploit 

any vulnerability. 

Upon starting up, the framework modules would read their particular inputs, Since RAD is 

designed to protect against the stack smashing technique the attack specification would 

describe attacking the return address of a set of function (perhaps the functions defined in the 

program or all the functions including those in libraries). The monitoring specification 

describes simply examining function returns. 

During execution the Automatic compiler starts creating basis blocks and hands them to the 

attack generator. The attack generator can examine each block to determine if it is the start of 

a function that is protected by the RAD mechanism and thus should be attacked. If so, code 

can be added to the start of the function to change the return address this simulating the 

efforts of a buffer overflow attack. The monitor then examines the code. In this case the 

monitor would record how many times return address were adjusted the return instruction 

that were executed and the different return address that were used. The information on how 

many return addresses were modified and how many return instructions were executed will 

be passed to the coverage analyzer after the program has terminated. The information on 

what return addresses were used can be passed to the oracle, which then describe it an attack 

succeed. 

The entire process continues until the program termination. Upon termination, the converge 

and vulnerabilities report are written. Based on these reports the effectiveness of the RAD 

technique is preventing stack smashing attack can be determined. 

 

7. CONCLUSION AND FUTURE WORK 

 

I would like to acknowledge that there are several outstanding issues that we are currently 

addressing. 

1. Simulation of attack: We are using a Automatic complier to simulate attacks by 

modifying existing code or by adding new code into the running program. A 

drawback to this approach may be that the generated attacks may not perfectly mimic 

existing attacks. For example, a Automatic compiler can insert code into a function to 

http://www.skirec.org/


 

ECONSPEAK: A Journal of Advances in Management IT & Social Sciences, 

 Vol. 3, Issue 2, February 2013  Impact Factor 2.809   ISSN: (2231-4571) 

 www.skirec.org Email Id: skirec.org@gmail.com 

 

 
 

An International Double-Blind, Peer Reviewed, Refereed Open Access Journal - Included in the International Indexing Directories 
 

Page 53 

change the return address, which simulates the end result of a stack smashing attack. 

However, an actual buffer overflow will overwrite everything between the start of the 

buffer and the return address. Mechanism such as StackGuard[26], that relay upon 

this behavior may fail in the simulation. The solution to this issue remains to be 

investigated. 

2. Efficiency: in order to be practical, the framework must have minimal overhead. The 

attack generator and monitor examine instructions during their execution. If the 

overhead is too large, the performance penalty will make the framework almost 

useless. 

3. Monitoring information: The monitor is responsible for extracting information 

about the execution of the program during runtime. Its goal is to determine coverage 

information and to give the oracle enough information to determine if an attack was 

successful. 

In the case of stack smashing attacks, one possibility as for the framework to attack 

the program in such way that a function is called completely our of order (e.g. for 

function Q to call function Z even though no code exists in Q to cause that call). The 

monitor could be looking for potentially out of order calls which the oracle would 

then verify. 

4. Objectives for the Attack Generator: Monitor and Oracle at this preliminary stage 

there are two goals for the design of the attack generator, monitor and oracle. no extra 

code should have to be compiled into the binary and the program should not be 

terminated after the first successful attack. The first goal follows from the desire to 

have the framework perform its duties at any stage of the development cycle. This 

implies that a program binary potentially could be shipped to customers once it has 

passed the final tests performed by the framework. Furthermore, the framework could 

be applied to binaries that customers are actually using rather than trying to simulate 

the same conditions. On a development workstation. Both of these ideas are 

compromised if the framework requires code to be compiled into the binary. 

The Second goal is for the framework to keep performing even after successful attack. 

The motivation is that to get a sense of how well a particular mechanism is protecting 

a program, all possible attack points must be examined. Killing the program early 

does not allow for the examination. The framework cannot simply jump to the exit ( ) 

system call to part of a successful attack. 

Automatic compiler based security framework allowing the test of security mechanism for 

program-based attack. Such a framework would allow for the more efficient testing of these 

mechanisms without resorting to complex methodologies. The key insight of the framework 

is that Automatic compilation technology allows us to insert and simulate attacks during 

program execution. 

A lot of work is going on to refine the work. Other vulnerabilities are being investigated; 

these and some other will be tested to achieve secure system from program-based attacks in 

network and non networked computers as future work. 

http://www.skirec.org/


 

ECONSPEAK: A Journal of Advances in Management IT & Social Sciences, 

 Vol. 3, Issue 2, February 2013  Impact Factor 2.809   ISSN: (2231-4571) 

 www.skirec.org Email Id: skirec.org@gmail.com 

 

 
 

An International Double-Blind, Peer Reviewed, Refereed Open Access Journal - Included in the International Indexing Directories 
 

Page 54 

 

8. REFERENCE 

 

1. Alephone, Smashing The Stack For Fun And Profit  http:// 

www.insecure.org/stf/smashstack.txt  

2. Dallas Semiconductor. 1999. Features, Advantages, And Benefits of Button-Based 

Security. Available At Http://Www.Ibutton.Com. 

3. S. White And L. Comeford. Abyss : A Trusted Architecture For Software Protection. 

In Proceddings of the IEEE Symposium On Security and Privacy Pages 38-51 

4. S. Weingart, Physical Security For The Abyss System, In Proceedings of the IEEE 

Symposium On Security Privacy Pages 52-58 April 1987 

5. Smith, S. 1996. Secure Coprocessing Applications and Research Issues. Tech. Rep. 

La-Ur-96-2805. 

6. Smith, S. Andweingart, S. 1999. Building A High-Performance Programmable Secure 

Coprocessor. Comput. Networks 31, 9 (Apr.), 831–860. 

7. Itoi, N. 2000. Secure Coprocessor Integration with Kerberos V5. Tech. Rep. Rc-

21797. Johnson, N. And Katzenbeisser, S. 1999. A Survey of Steganographic 

Techniques. Artech House, Boston, Ma. 

8. Kocher, P. 1995. Cryptanalysis of Diffie-Hellman, RSA, DSS and Other Systems 

Using Timing Attacks. Extended Abstract. 

9. Trusted Computing Platform Alliance. 2003. Http://Www.Trustedcomputing.Org. 

10. Gobioff, H., Smith, S., Tygar, D., And Yee, B. 1996. Smart Cards in Hostile 

Environments. In Proceedings of The 2nd Usenix Workshop On Electronic 

Commerce. 23–28. 

11. Clark, P. And Hoffman, L. 1994. Bits: A Smartcard Protected Operating System. 

Commun. 

12. Acm 37, 11 (Nov.), 66–70. 

13. Chang, H. And Atallah, M. 2000. Protecting Software Code by Guards. In 

Proceedings of the Acm Workshop On Security and Privacy In Digital Rights 

Management. 160–175. Chang,  

14. Collberg, C., Thomborson, C., And Low, D. 1997. A Taxonomy of Obfuscating 

Transformations. Tech. Rep. 148, Department of Computer Science, The University 

of Auckland. 

15. Collberg, C. And Thomborson, C. 2002. Watermarking, Tamper-Proofing, 

Obfuscation: Tools for Software Protection. Ieee Trans. Software Eng. 28, 8 (Aug.), 

735–746. 

16. Wang, C., Hill, J., Knight, J., And Davidson, J. 2000. Software Tamper Resistance: 

Obstructing The Static Analysis of Programs. Tech. Rep. Cs-2000-12. 

17. Barak, B., Goldreich, O., Impagliazzo, R., Rudich, S., Sahai, A., Vadhan, S., And 

Yang, K. 2001. On The (Im)Possibility of Obfuscating Programs. In Proceedings of 

Advances in Cryptology (Crypto‘01). 1–18. 

18. Horne, B., Matheson, L., Sheehan, C., And Tarjan, R. 2001. Dynamic Self-Checking 

Techniques for Improved Tamper Resistance. In Acm Workshop On Security and 

Privacy in Digital Rights Management. 141–159. Ibm. 2002. Secure Systems and 

Smart Cards. Available At Http://Www.Research.Ibm.Com/Secure Systems. 

19. Aucsmith, D. 1996. Tamper-Resistant Software: An Implementation. In Proceedings 

of The 1st 

http://www.skirec.org/
http://www.ibutton.com/
http://www.trustedcomputing.org/
http://www.research.ibm.com/secure


 

ECONSPEAK: A Journal of Advances in Management IT & Social Sciences, 

 Vol. 3, Issue 2, February 2013  Impact Factor 2.809   ISSN: (2231-4571) 

 www.skirec.org Email Id: skirec.org@gmail.com 

 

 
 

An International Double-Blind, Peer Reviewed, Refereed Open Access Journal - Included in the International Indexing Directories 
 

Page 55 

20. International Workshop On Information Hiding. 317–333. 

21. Appel, A. W. And Felten, E. W. 1999. Proof-Carrying Authentication. In Proceedings 

of The 6
th

 Acm Conference On Computer and Communications Security. 52–62. 

22. Bauer, L., Schneider, M., And Felten, E. 2001. A Proof-Carrying Authorization 

System. Tech. Rep. Cs-Tr-638-01, Department of Computer Science, Princeton 

University. 

23. Necula, G. 1997. Proof-Carrying Code. In Proceedings of The 24th Acm Sigplan-

Sigact Symposium On Principles of Programming Languages. 106–119. 

24. Necula, G. And Lee, P. 1996. Safe Kernel Extensions Without Run-Time Checking. 

In Proceedings of The 2nd Usenix Symposium On Os Design and Implementation. 

229–243. 

25. Actel. [2003a] [2003b]. Design Security with Actel Fpgas. Available At 

Http://Www.Actel.Com  

26. Acm Conference On Computer and Communications Security. 52–62. 

27. E.H. Sapafford. The Internet Worm Program: An Analysis. Computer 

Communication Review, 1998 

28. R. Sekar, C.R. Ramakrishnan, I.V. Ramakrishnan and S.A. Smolka, Model Carrying 

Code(Cmm)L A New Paradigm for Mobile Code Security. New Security Paradigms 

Workshop, 2001. 

29. C. Cowan, C. Pu, D. Maier, J. Walpole, P. Bakke, S. Beattie, A. Grier, P. Wagle, Q. 

Zhang, And H. Hindton, Stackguard: Automatic Adaptive Detection and Prevention 

of Buffer Overflow Attack Usenix Security Symposium, 1998 

 

 

 

http://www.skirec.org/
http://www.actel.com/

