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Abstract 

Many Android users download and use third-party apps from the Google Play store, but 

very little is known about these apps as a whole. In order to index and analyse more than 

1,100,000 Android apps every day, we built PlayDrone, the first scalable crawler for the 

Google Play store. As a result of PlayDrone's hacking techniques, over 880,000 free 

Android apps can be accessed online, including their source code, for the first time. 

The difficulty of large-scale monitoring has an impact on our knowledge of app market 

dynamics. When it comes to things like app updates, the effect of developer actions on app 

popularity, and coveted spots in the best-of lists, this is especially true. Keeping categories 

of apps intact is a constant challenge in the rapidly evolving app market ecosystem. 

During the registration process, app developers must choose the category they believe best 

fits their app. Approach leaves room for misuse and gaming by the registrant, in addition 

to the ambiguity in selecting the right category. Every now and then, the app store will 

update its list of categories and possibly re-categorize apps. 

Keywords:Google play Store, Android applications, Google play overview. 

1. Introduction 

The Google Play store offers a diverse selection of third-party applications. To download 

and utilise these apps, millions of Android phone and tablet owners sign up for Google and 

third-party services. Despite the fact that the content in the Google Play store is generally 

unregulated by the shop's managers, millions of people download it. 

Our team created PlayDrone, the first scalable Google Play store crawler and application 

analysis framework. PlayDrone makes use of four important methods. PlayDrone is one of 

many ways to get around Google's security safeguards. To locate programmes, dictionary-

based assaults are utilised. Furthermore, the Android client for Google Play has been 

recompiled to employ insecure communications protocols in order to communicate with 

Google Play's servers. PlayDrone's use of higher-level languages and frameworks is one of 

its advantages, as it allows it to conduct highly parallel, distributed processing with 

minimal effort. PlayDrone employs Sidekiq and Redis key-value storage in addition to 

Ruby. A cluster of servers can improve PlayDrone's speed, allowing it to efficiently crawl 

the Google Play store as its content develops. Finally, a Git repository houses all of 

PlayDrone's information and decompiled sources. PlayDrone tracks and manages various 

versions of each programme by analysing the evolution of Google Play store content with 
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this simple versioning mechanism. Using an indexing schema built from the Google Play 

store API, Elasticsearch is used as a distributed real-time search and analytics engine to 

make it simple to analyse and explore the Google Play store metadata and content. 

Users have been able to evolve from just consumers of technology to creators of new 

mobile experiences as mobile device technology has evolved. App markets like Google 

Play aggregate developer-written software and make it available to smartphone users 

through new software distribution channels. This centralised strategy of software 

distribution is applied in contrast to the desktop paradigm, where software is distributed 

directly from developers. 

Both creators and users influence the impact of market interactions on future technologies. 

As a result, a lack of information about prominent app stores affects both developers and 

consumers. Even in app stores, there is no help for customers when it comes to choosing 

between programmes that claim to be functionally identical, for example. 

App markets have been set up by mobile device and platform manufacturers where 

developers can offer their apps to potential clients. On the two most popular app shops, the 

APPLE App Store and the GOOGLE Play Store, over a million apps are accessible in over 

15 different categories. Even more businesses, such as mobile phone service providers, are 

developing their own app marketplaces. With the rise in popularity of apps, navigating app 

stores and distinguishing between different sorts of apps is becoming more complex. As a 

result, app developers have a hard time getting their products discovered. Before "app 

search optimization" technology catches up to web search, there is still a long way to go. 

2. Google Play Overview 

App Distribution Channel:The company's app store, Google Play, can be found here. In 

addition to the Google Play home page and the search interface, each app submitted by a 

developer receives its own webpage. It contains meta-data about the application that keeps 

track of important data about it (e.g., name, category, version, size, prices). Furthermore, 

Google Play divides apps into categories ranging from "Arcarde& Action" to "Weather." 

Users can download and install apps of interest, which they can subsequently evaluate. A 

review can be rated from one to five stars. Each app is given a star rating based on the 

average of all user ratings. The app's website also shows how many individuals have 

downloaded it (e.g., rating, number of installs, user reviews). Users utilise this information 

while determining whether or not to install a new programme. 

App Development:An Android developer must first pay $25 for a publisher account 

before submitting an app to Google Play. The cost encourages higher-quality products 

while deterring spam, making it a win-win situation. Developers can submit as many apps 

as they like to Google Play. To minimise spam, the Bouncer [3] service on Google Play 

offers automated malware scanning. Developers have the choice of charging for their apps 

or giving them away for free. 
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Figure 1. Architecture of iMarket, the developed Google Play crawler. It consists of a 

distributed crawler, processing engine and data management components. 

Permission Model:Capability-based security is the name given to this security paradigm. 

Each app must describe the capabilities (permissions) it requires in an 

AndroidManifest.xml manifest file. When a user downloads an app from the Google Play 

store, they are greeted with a screen that lists the rights that the programme requires. 

Installing the application with a "all-or-none" method involves giving it all of the 

requested permissions. 

Interfacing with Google Play 

As a result, in order to effectively crawl the Google Play store, PlayDrone requires a 

Google account. We decided to harvest a big number of accounts because this could have 

resulted in the accounts being suspended by Google. In order to complete this swiftly and 

successfully, we had to address two difficulties. You must first solve a CAPTCHA in order 

to establish a Google account. Google demands phone verification if an IP attempts to 

register more than five Google accounts on the same day. 

We were able to address both of these difficulties for a very minimal cost by utilizing a 

crowd sourced Internet marketplace service. CAPTCHA solution services like Death by 

Captcha can be used with any such service. It was made so that customers could send us 

their Google account information using Amazon's Mechanical Turk service, 

http://playdrone.io. It's a service that pays registered users for performing basic tasks like 

checking email. We posted a need for assistance on Mechanical Turk, with the following 

instructions: (1) In an incognito or guest browser window, open a new tab. At 

https://accounts.google.com/SignUp, you can create a Google account. (3) With the 
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exception of "mobile phone" and "current email address," all of the requested information 

should be filled out. (4) Use your email address and password to log in to your new 

account at http://playdrone.io/accounts/new. Five, respond with the verification code 

provided. The user can be compensated for their time and effort by issuing a return 

confirmation code. Before the code is sent out, the Google account information submitted 

to playdrone.io is checked to ensure that it is not duplicated and that it can authenticate 

with Google services. Mechanical Turk forbids dedicated individuals from performing the 

same thing repeatedly, so they can only do one task at a time. 

 

Figure :2. PlayDrone crawler architecture. 

3. Google Play Characteristics 

To offer aggregated characteristics of Android apps, PlayDrone employs a comprehensive 

index of Google Play application sources and metadata. Table 2 includes all of the 887,220 

Google Play store apps that PlayDrone has recognised as free or paid, as well as the 

categories they fall into. Game applications are listed and classed individually in Google 

Play since they are presented in a distinct top-level directory. In Google Play, each app can 

only be listed in one category, which are ranked from most popular to least popular. On the 

App Store today, there are about 3.5 times as many free apps as paid apps. Paid 

programmes account for barely 0.05 percent of total downloads from the store, as indicated 

in Table 1. 
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Number of Applications 

 

Cumulative download counts (min-max) 

 

Table 1: Number of applications and cumulative download counts on June 22, 2013 and 

November 30, 2013. 

4. Conclusion 

This study looks at the patterns of Google Play, a popular app store. We constructed 

PlayDrone, a system that can successfully search through Google Play, using a number of 

hacking tactics. PlayDrone can scale by simply adding additional servers, and it's already 

fast enough to crawl Google Play every day, downloading and decompiling over 1.1 

million Android apps. Despite Google Play having thousands of apps, only a small 

percentage of those are free, despite the fact that free apps account for the great majority of 

downloads. With PlayDrone, we can characterise Android apps on a massive scale and 

show how the content of apps evolves over time. Working with service providers like 

Amazon, Facebook, and Google, customers at risk were identified and notified. As these 

results show, PlayDrone can help you better understand Android apps and increase the 

quality of content on Google Play. The top downloaded apps in the Google Play store are 

'family' and 'games,' according to the findings. 
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