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Abstract 

Intelligent systems are gradually becoming integrated into people's everyday lives and into 

personal home space as a result of the rapid development of the Internet of Things (IoT). 

Concerns are emerging about the kinds of private information that are being gathered by the 

advent of these technologies and the purposes for which they used for. Unfortunately, privacy 

in smart homes has been overlooked rarely from users' perspective and user data. The aim of 

the research intends to evaluate the privacy concerns in smart home context. The objective of 

this study is to investigate the information collected from 380 users of smart homes in order to 

have a better understanding of the implications of privacy concerns.The results obtained 

comprehends and emphasises that it is necessary to provide limited access of devices to all 

visitors regardless the frequency of usage in concern protect the smart home's ecosystem 

from data breaches. 

1. Introduction 

The biggest obstacles in a smart home system are protecting one's privacy and maintaining the 

data integrity. The major are two levels of authentication are observed in the router level, and 

the secondary at the device level(Yu et al., 2021). It would appear that people are extremely 

concerned about the consequences of data leaks. For instance, if hackers gain access to a user's 

location, it is possible that this could lead to a robbery being committed. 

Adopting privacy protection measure were identified to set the path for improvement in 

resolving the privacy concerns, but convenience slows down the process of improvement since 

consumers find it almost impossible to give up pleasant lifestyles. It was interpreted with the 

findings that it is difficult for the privacy issues to be addressed (Dupuis & Ebenezer, 

2018).The aim of the research intends to evaluate the privacy concerns in smart home context. 

The objective of the study is to evaluate the data obtained from the 380 smart home users to 

comprehend the insights on the privacy concerns. 

2. Literature Review 

In a study byYao et al., (2019), users' privacy issues and having solely professionals build 

privacy technologies were discussed. The participants' plans for safeguarding the privacy were 

reported typically depending on simple techniques, such localising their data, cutting off access 

to the internet, and using a private mode. Following a discussion of the conditions for access 
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control, Bhatt & Sandhu (2020)provided the access control guidelines that could be used in 

future smart communities. Future smart communities will be enabled by a convergent 

control access strategy (CAS) and could combine a number of various access control models 

working well at both the policy and enforcement layers. 

According to the findings ofBarbosa et al., (2020), consumers can be divided into groups based 

on the significant factors, affordability-oriented and privacy-oriented. It was concluded that 

consumers' expectations and worries regarding privacy and access were influenced by their 

previous experiences with computing technologies and the organisations that govern 

them.Cobb et al., (2021) presented the findings of a user-centred inquiry investigated for the 

experiences of incidental users and the conflicts that can occur between device owners. 

Participants expressed an interest in privacy solutions that could involve a technical 

implementation component, while they also visualize an open dialogue between casual users 

and device owners to negotiate privacy allowances. 

3. Methodology 

The study was conducted using a questionnaire featuring a quantitative component using large 

data (big data) from smart homes users. Users older than 6 months and less than 2 years were 

the only participants in the study with population of 380 count. They were also defined 

according to their understanding of IoT and if they were aware that the data authentication 

mechanism installed in their smart home devices was correctly enabled. Through the use of a 

questionnaire, the following inquiries, together with demographic information, were asked to 

the participants. 

S. No Privacy questions in Questionnaire 

1 What is your knowledge on IoT? 

2 Are you concerned about sharing information with a third party for guidance? 

3 Is awareness on relationship between data authenticity and authenticated 

devices concerning privacy required for users? 

4 What is the range of privacy breach when smart devices acquire too much 

data? 

5 Do you think smart home privacy breaches can cause financial losses? 

Table 1: Details of Privacy questions considered for Questionnaire 

Responses to these questions are essential in order to gain a better understanding of the user's 

knowledge concerning the safety of smart home devices. In order to create a pervasive or 

connected space, the ecosystem of a smart home needs a significant amount of data, which is 
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produced by the various smart home devices, to be gathered and analysed using big data 

analytics. 

4. Results and discussion 

 

Figure 1: Representation showing responses on question, “What is your knowledge on IoT?” 

The statistics of the obtained data were interpreted in a graphical format for insightful analysis. 

Figure 1 shows the data about IoT knowledge among the users. Among the 380 participants, 

84.09% of users were professional and tend to possess the knowledge of IoT and role in smart 

home devices. Only a small percentage (1% of respondents) were unclear on the topic of smart 

home data authentication. Figure 2 represents the responses on data authenticity in smart home 

devices. 78.20% of strongly agree that awareness on data authentication is required for smart 

home users in concern with privacy aspects. 

From figure 3 it can be noticed that approximately 79% of those who participated in the survey 

have indicated that they believe there will be an invasion of their privacy if they are unable to 

control the data that is gathered by smart home assistants. Only a very small 8.3% of people 

disagree, while only 12.6% are completely clueless. 
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Figure 2: Representation showing responses on data authenticity and access in smart home 

devices 

 

Figure 3: Representation showing responses on privacy breach due to more data acquisition 
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Figure 4: Representation showing responses on financial loss due to privacy breach 

Figure 4 shows that only 2.5% of respondents do not believe that this is something that could 

happen, while 12.66% of respondents neither agree nor disagree to this statement. Nearly 87% 

of respondents feel that user privacy breaches can lead to monetary losses. It can be interpreted 

from figure 5 that 95.5% of users agree with the statement that data should not be shared with 

third parties, based on the total of 380 responses that were received. Only a minority (3%) of 

users were unclear about the data sharing policy, while only 1.5% gave their consent to the 

practise. 

 

Figure 5: Representation showing responses on information sharing with third party 
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It is obvious from the statistics that most users have average awareness of the IoT technology 

used in smart homes. In particular, monetary losses could result from the disclosure of 

personally identifiable information due to a data breach. To avoid illegal usage of smart home 

devices, role-based device authentication and management are extremely crucial. When the 

application is for the purpose of home security, it has utmost importance to keep the entire 

ecosystem of the smart home protected from outsiders maintaining privacy. The unauthorised 

acquisition of information is a criminal offence, andthe most significant effect of privacy 

breach was identified as a loss of money. The response indicates that the majority of users are 

employing smart home devices for the purpose of enhancing their homes' levels of security, the 

potential for severe repercussions to result high from any privacy data breaches. Following 

these privacy concerns, the study establishes that privacy management can be handled by 

careful data localization, documentation with businesses reporting privacy breaches, and 

intensive preservation of sensitive data. 

5. Conclusion 

The above discussed research focuses on the privacy evaluation aspects among the smart home 

users. Big data was obtained from the specific range of participants through quantitative 

questionnaire method and the findings were evaluated. The statistics obtained comprehend that 

IoT knowledgeable users have understanding about authentication, which is confirmed by the 

fact of their responses and understood that it is necessary to provide limited access of devices, 

regardless of whether the users are frequent visitors to your home or friends, in order to protect 

the ecosystem of your smart home from potential security breaches and data breaches. 

Significant damage to one's privacy can result from the theft, misuse, alteration, or 

unauthorised access to personal information. 
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